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The heart of cyber security in Europe




COLLECTIVE STRENGHT

WE NEED TO HAVE SOCIETY IMMUNIZED AGAINST &,

CLUSTER BONN

CYBERATTACKS

» The exponentially increasing attacks cannot be handled alone.

» Knowledge must be shared, cooperation of all must be promoted

' Bonn offers the perfect symbiosis of Cyber Security authorities,

research institutions and private industry in one location

We need an ,army of the good”




CYBER SECURITY CLUSTER BONN
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CLUSTER BONN

The cluster's primary goal is to
make Bonn the "heart of ‘
(operational) cyber secu
In Europe” and to contribute
to the immunization of
society against cyber
attacks.
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ORGANIZATIONAL FORM

STRUCTURE OF REGISTERED ASSOCIATION
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CYBER SECURITY CLUSTER BONN

STRATEGIC ELEMENTS

Cooperative
Research /
Publications

Transfer of
Cyber Security
Know-How into

Practice

Awareness /
Events /
Positioning

SECURITY
CLUSTER BONN

Secure Digital
City Bonn

Wise Council of
Cyber Security
Experts

Incubator for
IT Security
Startups

CYBER |
SECURITY
CLUSTER BONN




CYBER SECURITY CLUSTER BONN

STRATEGIC ELEMENTS

Awareness / Events / Positioning Wise Council of Cyber Security Experts

—_—

Focus: One major annual event The cluster forms an expert body in the form of a "Wise
Cyber Security Tech Summit Europe Council", which is to advise politics and business on
Cooperation with other European security-oriented questions of cyber security (offer to politics)

institutions

_ Staffing with leading national and international
Common annual calendar for all security events independent security experts

Cyber Security Award of the Year

(several categories)
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R SECURITY CLUST

INVITATION JOIN US AT THE VIRTUAL..

2. CYBER SECURITY
TECH SUMMIT EUROPE 2020

20. AUGUST 2020, 14-19 UHR
ONLINE-KONFERENZ \

#CSTSEZOZO Eine Initiative des SECURITY

CLUSTER BONN

Register for free: https://cyber-security-tech-summit.eu



WISE COUNCIL...

...OF CYBER SECURITY EXPERTS

Prof. Dr.
Matthew Smith

Professor for
Usable Security
and Privacy,
University of
Bonn and FKIE

Prof. Dr.
Claudia Eckert

Director of
Fraunhofer Institute
for Applied and
Integrated Security
(AISEC), Munich

Prof. Dr.
Norbert
Pohlmann

Professor of
Computer Science
for Distributed
Systems,
Information
Security,
Westphalia
University
Gelsenkirchen

Prof. Dr.-Ing. Prof. Dr.
Delphine Angela Sasse
Reinhardt Professor of

Head of the Human-
Computer Security Centred
and Privacy group, Security, Ruhr

University of University
Gottingen Bochum

Prof. Dr.
Mathias Hollick

Head of Secure
Mobile
Networking Lab,
Technical
University
Darmstadt
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Wise Council of Cyber Security Experts: Publicati

Download of the report

MEHR SICHERHEIT
FUR DIE DIGITALE
TRANSFORMATION

Warum wir nur gemeinsam die Gesellschaft gegen

Angriffe aus dem Netz immunisieren konnen

JAHRESBERICHT DES WEISENRATS FUR CYBER-SICHERHEIT 2020

Bonn, 15. Mai 2020

ER-S

Technologie muss sich dem
Menschen anpassen, um ihn zu
entlasten und zu schiitzen.

Hersteller miissen sich zu regel-
miBigen Schwachstellentests und

Sicherheitsupdates verpflichten.

Digitale Prozesse und Infrastrukturen
miissen angriffsresilienter werden.

Technologische Souveranitit muss

erhdht und bewahrt werden.

GruBwort

GRUSSWORT

Sehr geehrte Damen und Herren,

Digitale Infrastrukturen in smarten Stadten
miissen jederzeit verfiigbar, verstindlich
und beherrschbar bleiben.

Ki-Systeme _m&isien trapsparent
und zertifizierbar sein.

Langlebige Produkte miissen
kryptoagil gestaltet werden.

Der Schutz der Demokratie muss
online verstirkt werden.

on of 1. Report
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https://cyber-security-cluster.eu/_Resources/Persistent/a/1/d/9/a1d95dca3a8642822f22eb1372cd2b66e271d4fe/Mehr%20Sicherheit%20f%C3%BCr%20die%20digitale%20Transformation%20-%20Jahresbericht%20des%20Weiserats%20f%C3%BCr%20Cyber-Sicherheit.pdf
https://cyber-security-cluster.eu/_Resources/Persistent/a/1/d/9/a1d95dca3a8642822f22eb1372cd2b66e271d4fe/Mehr%20Sicherheit%20f%C3%BCr%20die%20digitale%20Transformation%20-%20Jahresbericht%20des%20Weiserats%20f%C3%BCr%20Cyber-Sicherheit.pdf
https://cyber-security-cluster.eu/_Resources/Persistent/a/1/d/9/a1d95dca3a8642822f22eb1372cd2b66e271d4fe/Mehr%20Sicherheit%20f%C3%BCr%20die%20digitale%20Transformation%20-%20Jahresbericht%20des%20Weiserats%20f%C3%BCr%20Cyber-Sicherheit.pdf
https://cyber-security-cluster.eu/_Resources/Persistent/a/1/d/9/a1d95dca3a8642822f22eb1372cd2b66e271d4fe/Mehr%20Sicherheit%20f%C3%BCr%20die%20digitale%20Transformation%20-%20Jahresbericht%20des%20Weiserats%20f%C3%BCr%20Cyber-Sicherheit.pdf

CYBER SECURITY CLUSTER BONN

STRATEGIC ELEMENTS

Transfer of Cyber Security Know-How

/

CYBER
SECURITY

CLUSTER BONN

ZZ Fraunhofer UNWeERsITAT o et

Collaboration with universities to implement cyber
security classes into the curricula of other fields

Promotion of training of experts in the field of cyber
security

Designing blueprints, what SME should have
implemented

Building an online platform with videos and eBooks
with easy to understand content to transfer practical
know-how to SME

Designing innovative formats such as a Cyber Security
Slam / a Fuck Up Night with entertaining elements to
draw new audiences / target groups to the topic
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CYBER SECURITY CLUSTER BONN / '

STRATEGIC ELEMENTS oot

CLUSTER BONN

Incubator for IT Security Start-ups Secure Digital City Bonn

SECURE LIGHTNING

DIGITALHUB.DE

Objective: Anyone who wants to set up a security Mass market penetration for secure digital use cases
startup in Germany always thinks of Bonn first for business and administration

secure digital technologies

Cooperation with international security startup centers

Financial support of start-ups as well as

infrastructure
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CYBER SECURITY CLUSTER BONN

STRATEGIC ELEMENTS T

Secure Digital Hospital / Medical Campus

/

Holistic approach to design a digitized medical campus
o with focus on innovation & cyber security in
collaboration with the university hospital of Bonn

e Secure Digital Hospital as part of the Secure Digital
City Bonn
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CYBER SECURITY CLUSTER BONN

COLLABORATION OPPORTUNITIES -

CLUSTER BONN

Innovative approaches to transfer knowledge to new target groups (e.g., slams, FuckUp Nights,
security entertainment, ...)

e Holistic Smart City Approaches

e Blueprints, what SME should implement and how to approach those solutions

o Advising politics in terms of Cyber Security legislation
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https://cyber-security-cluster.eu/

WE DEVELOP BONN TO
BECOME THE “DAVOS”
FOR CYBER SECURITY
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Cyber Security Cluster Bonn e.V.

Godesberger Allee 139, 53175 Bonn, Germany
Phone +49 (0) 151-43862131

Mail: inffo@cyber-security-clustered o

, @CSCBonn
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